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3ACTOCYBAHHS HEMPOHHUX MEPEXK J1J1sI CTBOPEHHS TA
TECTYBAHHSA I'EHEPATOPIB IICEBJIOBHUIIAIKOBUX YNCEJI

V crarTi IpeACTaBIeHO O] CyYaCHUX IOCHTIIKEHb y Taly3i HelipokpunTorpadii, IPUCBIYCHUX I'eHEpaTopaM IICEBIOBUIIAKOBUX YUCEI
(I'TIBY). PosrasayTo piszHi Tinu I'TIBY Ta ix peanisarii, a Takoxk BH3HaYeHO KpUTepii kpunrorpadidnoi crifikocTi reneparopiB. OkpecieHo
IPUYMHY BHOOPY KOHKPETHHX THIIIB TeHEPATOPIiB 3aJISKHO BiJl IOCTABICHHUX 3aBJaHb. HaBeneHo ocHoBHU Teopil HelipoHHUX Mepex (HM) Ta
IIPOBEJCHO MOPIBHAHHS X apXiTeKTyp y KoHTeKcTi crBopenHs I'TIBY Ta TecTyBaHHS BHXiJHUX HOCHiJOBHOCTeH. OrsiHyTO pi3Hi Habopu
CTATHCTHYHUX TECTiB M OLIHKU SKOCTi BHXigHUX mocmigoBHocted I'TIBY. IIpoaHamizoBaHO pe3ylbTaTH KIIOYOBHX JOCTIKEHb LIOJO
rerepanii I'TIBY na ocroBi HM, BrmouHO 3 KiacHyHHMH pekypeHTHHMH Mepexamu (Elman, LSTM) Ta cydacHHMH TreHEpaTHBHO-
3maraneHuMu Mepexamu (GAN). Oxpemo posrimsHyTo Meronu TecryBanHs ['TIBU 3a momomororo HM Ta HaronomeHo Ha HEraTHBHHX
HaCJIiIKaX HEJIOOIIHKH L[LOT0 ETaIy B OLIHII Oe3[eKH TeHepaTopiB.

KorouoBi c10Ba: IceBIOBUIAIKOBI YHCIa, I€HEpaTOp ICEBJOBHIAJEOBUX YHCEN, HeWpokpunrorpadis, HeHpOHHI Mepexi,
tectyBanns [ TIBY, crBopenns I'TIBY, kpunrorpadiyna cTifkicTs.

This article presents a review of recent research in the field of neurocryptography focused on pseudorandom number generators (PRNGs).
Various types of PRNGs and their implementations are discussed, and the criteria for cryptographic security of generators are outlined. The
reasons for selecting specific types of generators depending on the tasks are highlighted. The fundamentals of neural network (NN) theory are
presented, and a comparison of their architectures in the context of PRNG design and output sequence testing is provided. Different sets of
statistical tests for evaluating the quality of PRNG output sequences are reviewed. Key studies on PRNG generation based on neural networks,
including classical recurrent networks (Elman, LSTM) and modern generative adversarial networks (GAN), are analyzed. Methods for testing
PRNGs using neural networks are also discussed, emphasizing the potential negative consequences of underestimating this stage in the

assessment of generator security.

Keywords: pseudorandom numbers, pseudorandom number generator, neurocryptography, neural networks, PRNG testing, PRNG

design, cryptographic security.
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